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■ V ^UBJECT NUMBER V J 

USCIB: 14/100 Item 3 of tiie Agenda for the Fifty* seventh 

Meeting of USCIB* held on 10 November 1950* 

Subject : French Diplomatic Cryptographic Security., 

MRo ARMSTRONG introduced this item and explained that it 
involved consideration of the SECCOM report on the subject which 
was circulated under date of 3 November 1950 « He informed the 
members that the Chairman of SECCOM waB present* and might wish 
to comment on the reports 

MR* COLLINS said that he had nothing to add to the report b 
but would be glad to answer any questions 0 

MRo ARMSTRONG asked for comments on the report,, 

ADMIRAL JOHNSON said that he had several amendments to 

propose o 



MRo ARMSTRONG said that before the amendments were con- 
sidered he would like to ask if the Board wished that the re- 
port go to the National Security Council (NSC) now* or be held 
until later 0 He explained that the discussions on the French 
security problem had not yet reached the communications phase* 
and the members might wish to have the NSC consider the report 
closer to the date that the communications problem comes before 
it* He asked if the Army was anxious to have action taken at 
this time* 



COLONEL H0WZS replied that action was not necessary until 
the question of basic French security had been settled „ 

ADMIRAL JOHNSON suggested that the report be sent to NSC 
in order to acquaint them with the seriousness of the problem, 

GENERAL CABELL said that he thought it would be best to 
leave the decision to the discretion of the negotiators who 
would be primarily concerned with the problem* 

DR 0 CRAIG and MR* KEAY agreed with General Cabell* 

ADMIRAL JOHNSON said that he did not feel strongly about 
having the report forwarded now* 

MR* ARMSTRONG then asked if it would suit the members to 
adopt this policy so that it could become binding on the 

member agencies 

The members agreed* 

MR* ARMSTRONG asked Admiral Johnson to present his pro- 
posed amendments to the report* 
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As a result of Admiral Johnson" s proposals and the members 5 ' 
comments thereon, the following amendments to the report were 
agreed upon: 

a., P&KQ 1 ~ Reverse the order of paragraphs 4 and 5 
and re-word each to read as follows: 

"4 U U S<.« French collaboration has become so close 
as to require 9 in particular v , the improvement of the 



‘3.3(h)(2) j 

86-36/50 USC 3605 

"5o Because of general French insecurity,, the im- 
mediate advantages accruing to the security of the U<a s 
by urging improvement of the security of French Diplo- 
matic traffic are likely to be of limited value.'* j 

b„ Tab a subparagraph la ., - Amend subparagraph to read j 

a!s follows: | 

"a. Take steps to improve French security in general 
and cryptographic security in particular.. Undertake im* 
provament of French cryptographic security only after there 
has been established a secure group in th® Franoh Oovonv- * 
ment which would enable the U„S,, to pass to the French 
Government without risk of compromise 

Following approval of the above amendments ADMIRAL STONE 
invited the attention of the members to Paragraph 8 „ subpara - 
graph bo, and read a proposed amendment. ~HesaTa that he had 
talked informally with the British on this point - as a re- j 

suit of which he thought the French could be given technical I 

advice on oryptomac binary improvements,, but could not be pro- 
vided with crypto materials, except possibly some one time pads* 

MR» ARMSTRONG asked if the members would agree to accept 
Admiral Stone" s proposed revision of 8b 

All members agreed that this paragraph would be changed 

to read: 



security of French communications <, Such improvement 
-tails an B^rant agfl outweighing the/ 



**b., If the provision by the U S or Uv-K, of a 
cryptographic system for communications proves 
to be impractical.,, then use by the French of 
their ovm best cryptographic system would fcs 
the next most desirable solution " 
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ADMIRAL JOHNSON asked If this report should be forwarded 
to the Secretary of State and the Secretary of Defense for 
information at this t ime , 

MR* ARMSTRONG said that he thought such forwarding would 
be automatic o 

ABMIRAL STONE then referred to subparagraph 8d, and said 
that it should include a statement regarding technical assis- 
tance by the IT, 8„ and U, K, to the French, 

MR, COLLINS 8 in reply to a question,, stated that this 
statement in the report (8d) meant that the French had the 
technical knowledge to know a good system from a bad one but 
that they had insufficient money and personnel to exploit 
their knowledge, 

ADMIRAL STONE expressed his opinion that without UcS,~U„K 0 
technical assistance and advice, the use by the French of their 
own systems would not necessarily achieve the result we thought 
desirable. 

After a brief discussion the members agreed that subpara- 
graph 8d should be amended to reflect the general thought ex- 
pressed by the members at this meeting. It was also agreed that 
the Coordinator would prepare the appropriate wording for this 
subparagraphs 

DECISION ; USGIB accepted the report of the Security Committee 
as contained in USCIB: 14/96 P with amendments as indicated in 
the above discussion. It was agreed that the decision on the 
appropriate time for forwarding the report to the National 
Security Council will be deferred for further action by USCIB p 
but that this report be furnished now to the Stat® and Defense 
representatives who will be engaged in detailed negotiations 
with the French on this problem,, Thase negotiators will, at 
their discretion^ forward the report to their superiors. 

This Item to b© dropped from the agenda 

The full report as revised is as follows;; 
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THK POSITION OF THE UNITED STATES REGARDING IMPROVEMENT 
OF FREiiCli DlHOMAflC GRTPTOGRAPHIO SSOURlW 



PROBLEM 



1 0 To review Frenoh diplomatic cryptographic security™ 
particularly with a viaw to establishing pertinent U,> So policy 
and to provide guidance for the U„ S 0 negotiators in their pro- 
posed forthcoming discussions with the French on improvement 
of French over-all security 0 



2o See Tab B, 



DISCUSSION 



INCLUSIONS 



3* There are no methods whereby the security of French 
diplomatic cryptographic communications can be improved 

effectively 

4 U„S, , -French collaboration has become so ©lose as to 

require, in particular the improvement of the security of 
French communic ations ... Such improvement entails an advantage 

outweighing the I 1 



5 j Because of general Frenoh insecurity,, the immediate 
advantages accruing to the security of the U S„ by urging 
improvement of the security of French Diplomatic traffic are 
likely to be of limited value 0 

6c Therefore steps should be taken to Improve French 
diplomatic cryptographic security only as soon as there is 
established within the Frenoh Government a secure group to 
which the Uo S<, may pass highly classified information ofEO 3.3(h)(2) 
combined interest without risk of compromise^ No steps pl 86-36/50 USC 3605 
toward the Improvement of French diplomatic cryptograph!© | 

security should be taken or discussed until this condition 
has been aohieved c However t such steps need not await a 
total improvement of over-all Frenoh security j 

I 

7» It is not possible, at present * to determine either 
(a) the precise approach which should be used to undertake j 

theflfl__afcflBfl or ( b ) t he d egree to w hl oft It may be necessary 



B 0 If and when steps are taken to Improve French 
diplomatic security, the following conditions apply; 
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a 0 Provision by the U« S Q or U- K* of a cryptographic 
system for French communication^ is considered to be the meet 
desirable solution to this prohibit 

bo If the provision by the U.S* or U,Kc of a crypto- 
graphic system for communications proves to be impractical 9 
then use by the French of their own best cryptograph!© system 
would be the next most desirable solution. 

Qo Other methods for solving this problem are not 

satisfactory,. 

do It is considered that the U..S a or U P K should afford 
the French technical assistance and advice in connection with any 
method adopted to improve communications security., 

REMMON 

9o That the National Security Council approve the attached 
Statement of Policy (Tab A) „ 
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TAB A 



STATEMENT OP POLICY 



on 



THE POSITION 



SITION OP THE UNITED STATES REGARDING IMPROVEMENT 



lo Tiie United States In discussions with the French on 
the Improvement of French security should: 

So Take steps to improve French security in general 
and cryptographic security In particular Undertake Improvement 
of French cryptographic security only after there has been 
established a feeeurS grp, up in the French Government which 
would enable the U. S<, to pass to the French Government highly 
classified information of combined interest without risk of 
compromise* 

b rt Avoid placing the question of French diplomatic 
ccmmuni cations security on the agenda for the first discussion 
with the French, and on subsequent agenda, until suoh time as 
Improvement of other security matters had demonstrated that the 
French have made definite progress toward overfall security , 

c„ Postpone,, on a "No- comment" basis, any discussion 
in the event that this problem is raised by the French prior 
to being placed on the agenda for discussion* 

2 0 This aspect of the general problem of French over-all 
security will be coordinated with the U*K„ prior to any approach 
to the French concerning improvement of their diplomatic crypto- 
graphic security. 



3, Use IB is charged with the responsibility: 



a 



To designate an official to represent USCJB in 
datermining s along with U S,. negotiators, the most advisable 
ap proach to be used and the degree to which it may be nec essary 



to 



b„ To develop with appropriate UJC< 
combined policy affecting this problem 



authorities a 



EO 3.3(h)(2) 

PL 86-36/50 USG 3605 



To determine and advise the U,-S 0 negotiators whan 
there have been established within the French Government those 
oonditions which are prerequisite to U«S* efforts toward the 
improvement of French diplomatic cryptographic security., No such 
efforts shall be made by the negotiators without the advice and 
concurrence of the USGI9 representative., 
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DISCUSSION 

1„ The threat to U.- 3* security which derives from the 
inaeourity of French communications has been a matter of deep 
concern to the United States for some time past* 

a„ In August 1943 * USCIB considered this problem and 
submitted a split report for decision by the National Security 
Council. No action toward the improvement of French crypto- 
graphic security was taken at that time. 

b 0 In September 1949,, USCIB p on behalf of the U„ S., ' j 

Government 9 accepted a British proposal that a British crypto- ! 

graphic device be provided to all NATO governments for use as 
part of the COSMIC system* This device was adopted by NATO. 

Co Recently the problem of French cryptographic 
security has become increasingly critical* Ae the scope of 
UoSo*U<,Ko-Frenoh collaboration has been extended 9 the French 
Minister of Defense has approached U 0 S 0 and U.K, representatives I 

with regard to improvement of over-all French security* Hence a 
re-study by USCIB of the cryptographic aspects of French security 
is indicated. 

i 2o Any consideration of French cryptographic security must I 

involve the questions of whether it would be advisable to take 
aotion toward the improvement of French communications security 
praotioes and procedures 9 and if so p the nature and scope of 
corrective measures to this end* 

3<t Studies conducted by intelligence agencies of the 
United States indioate that French government departments and 
agencies are penetrated extensively by the Communists and t , 
therefore p their present over-all security is very poor* It 
would thus appear that the improvement of cryptographic security 
at this time, without an accompanying improvement in other eo 3.3(h)(2) 
security aspects „ would have limited value* pl 86-36/50 use 3605 




measures should be addressed toward either (a} the exclusion 
of UJ3. information from French diplomatic communications or 
(b) improvement of French diplomatic cryptographic security., 
Inaamuoh as the U.S* cannot completely control French dissemina- 
tion of U„So Information* it io dear that optimum corrective 



USCIB: 14/iOO - 21 - 





REF ID : A522795 



-- TOP SECRET ACORN 

USCTEh 14/100 ' 



measures must include an improvement in French diplomatic* pl 86-36/50 use 3605 
cryptographic security,, Therefore* this study has been 
directed toward this end * 



7 > Nevertheless,, early steps looking toward thiB improve-., 
ment would entail advantage through the development of secure 
communications practices within the French Government Good 
cryptographic security is not a condition which can be imposed 
ail at once,. The physical machinery involved might be provided 
and distributed in a very short time, but the intangible factors, 
such as training,, technical skill Un both use and maintenance) 9 
security awareness* and smooth cooperation among widely scattered 
operating elements () constitute a structure which requires a groat 
deal of time to build.. 



8 Ultimately the improvement of French cryptographic 
security may be necessary on all communication links to avoid 
leaks through retransmission to other of floes or lower echelons 
in poor cryptographic systems* but some advantage wlil accrue 
from progressive improvement commencing with specific links 
carrying important information of combined interest,. 

9 .» Assuming that a decision is ultimately made to proceed 
with the improvement of French cryptographic security* four 
possible methods exist vrhereby this improvement of French com- 
munications security may be undertaken : 



a„ The establishment of combined cryptocenters for the 
reencipherment of all U<S , 9 U„K n# and French traffic passing in- 
formation of a combined interest* This system envisages the 
initial encipherment of the traffic of each nation in the crypto= 
graphic systems of that nation* 
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b 0 A requirement on the Frenoh that they use their 
own best cryptographic systems „ 

c 0 The provision by another foreign country of a 
cryptographic system for Frenoh communications 0 

d„ The provision by the U 0 So or the U 0 K„ of a crypto- 
graphic system for Frenoh communications „ 



10., Joint oryptooenters for re-encipherment „ Although this 
method would eppear to have theJ I 

I j it seems to be the least desirable of the four 

methods enumerated above e This method would be too complex and 
cumbersome for efficient use* It would not be sufficiently ex- 
pandable to accommodate any large number of French communication 
links u It is doubtful that this method would be acceptable 
operationally to the TJ. So and the U 0 K. 

lie A requirement that the French employ their own best 
cryptographio systems . ^hls method would appear to nave the 
i i Among the 

adequate Frenoh cryptographio systems „ only their military cipher 
devices would appear to meet the needs of extensive, efficient 
communications. eo 3.3(h)(2) 

PL 86-36/50 use 3605 

12. Provision by another foreign country of a cryptographio 
system for French oommunloatlons . In view of the apparent 
capacity of the th S. and U„ K. to provide adequate cryptographio 
equipment under controlled conditions, it appears unnecessary to 
look elsewhere for this assistance. 

13* Provision by the U, 3» or the U, K, of a ory ptographlo 
system for Frenoh communications. Of the four methods enumerated 
above, this method would appear to be the best. So far as can be 
foreseen, it would have neither the least nor the greatest adverse 

~] Although this method would in- 



volve the use of U. 3„ cryptographio equipment under conditions 
which this Government cannot control directly, it is estimated 
that the risk of compromise to U„ S. cryptography is slight, It 
appears that the U , 3. and U* K„ have the capacity to provide 
adequate cryptographic equipment for ttiose French communication 
links which are expected to carry information of combined interest. 
It may be noted that a precedent for this method exists in the 
present NATO agreement whereby a U.K, cipher device has been 
issued to certain elements of the NATO governments. This pre- 
cedent, if extended within the French Government, would be most 
easily extended within other governments if similar problems 
should arise with other NATO countries in the future* / 
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